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Introduction
Background & Goals

Sophos Firewall is a network security software solution which provides services like firewall,
VPN and ransomware protection services used to protect networks. The implementation of
the firewall operating system (SFOS) helps defend against advanced threats.

In this guide, the firewall is implemented in the local lab environment inside the host machine
(Windows 10 x64). The firewall operating system (SFOS) is added to the virtualizer (VMware
Workstation Pro 17.5) as a virtual machine in order to provide protection services for the
other virtual machines in the shared virtual network, as well as any machine which uses the
firewall virtual machine as its gateway, routing its traffic through it.

First, the firewall (Sophos) is downloaded, installed, configured and set up. Then, security rules
and policies are configured on the firewall to enable it to apply its security services to all
connected machines.

Sophos Firewall
Installation, Configuration & Setup

Step 1: Sophos Firewall Download & Pre-Installation

To begin, launch a browser (Firefox) and navigate to the Sophos Firewall Installers webpage at
the link: https://www.sophos.com/en-us/support/downloads/firewall-installers. Scroll down on
this page to find the card titled “Virtual Installers: Firewall OS for VMware” and click the
associated Download button, which will open the End User Terms of Use & Export Compliance
webpage in a new tab.

E] = Firewall Installers | Sophos X 5=
O

&« © Q8 sophos.com B B8 %

Experiencing a Cyberattack? Get help now. Q @ Signin v

Platform v Services Vv Solutions v Partners ¥ Learn Vv Support v Get started

DOWn | Oads Firewall Installers UTM Downloads Sophos Mobile SEC - Endpoint Clients (End of Life July 2023) <

Home > SupportOverview > Support Downloads > Firewall Installers

Firewall Installers

This is for new installations only. If you already have an active Sophos Firewall and want to get the latest firmware update, you can
either do that within the Webadmin management console or from Sophos Central.

You can find Release Notes in our Up2Date Blog.

12:19 am
13/11/2025
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[i = Firewall Installers | Sophos X i
D

« C NG

sophos.com

Downloads

215.0171

Virtual Installers: Firewall OS for VMware

Size: 596.2 MB

Firewall Installers UTM Downloads

Sophos Mobile SEC - Endpoint Clients (End of Life July 2023) <

VI-21.5.0_GAVMW-
171.zip

12:19 am

13/11/2025

a. Agree to End User Terms of Use & Export Compliance

On the End User Terms of Use & Export Compliance webpage, fill out the form with your First
Name, Last Name, Company, and Email address, then check the box to accept the Sophos End
User Terms of Use and acknowledge the Sophos Privacy Notice before clicking the Submit
Query button, which will open the Sophos File Download webpage.

= = Firewall Installers | Sophos X S End User Terms of Use & Expor X

D C O 8

sophos.com

SOPHOS

End User Terms of Use & Export Compliance

Due to requirements of the U.S. government, export compliance is now mandatory when downloading our software
Complete the form and agree to the End User Terms of Use to proceed with your download.

First Name
Jeffrey

Last Name

o

Company
AltSchool Africa
Email address

obi.obiora.jeffrey@gmail.com *

Please supply a valid email in case the Export Compliance team need to

End User Terms of Use & Privacy Notice

Use of this software is subject to the Sophos End User
Terms of Use. You must accept the End User Terms of
Use to continue, so please read it carefully. You also
acknowledge that Sophos processes personal data in
accordance with the Sophos Privacy Notice.

These commodities, technology, or software were
exported from the United States in accordance with
the Export Administration Regulations. Diversion
contrary to U.S. law is prohibited. These products are
subject to U.S. law even after they are exported from oy
the U.S. Any party handling these goods (including
non-U.S. individuals and entities) is subject to U.S. law

12:22 am

13/11/2025
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= = Firewall Installers | Sophos S End User Terms of Use & Expor X+
O C O B8 d sophos.com

Jeffrey End User Terms of Use & Privacy Notice A

Last Name Use of this software is subject to the Sophos End User
Terms of Use. You must accept the End User Terms of

0} Use to continue, so please read it carefully. You also
acknowledge that Sophos processes personal data in

Company accordance with the Sophos Privacy Notice.

AltSchool Africa These commaodities, technology, or software were
exported from the United States in accordance with

Email address the Export Administration Regulations. Diversion
contrary to U.S. law is prohibited. These products are

obi.obiora.jeffrey@gmail.com ‘( subject to U.S. law even after they are exported from
the U.S. Any party handling these goods (including

Please supply a valid email in case the Export Compliance team need to non-U.S. individuals and entities) is subject to U.S. law

contact you. and may not re-export or otherwise transfer these
items to prohibited countries, individuals, companies,
governments, or other entities. Violators may be
subject to penalties including fines and the denial of

I'accept the Sophos End User Terms of Use and acknowledge permissions to export and re-export U.S. origin
the Sophos Privacy Notice. products. The export control laws and regulations of
other countries may apply in addition to those of the
United States.
These goods may not be exported, in their entirety or
in part, for use in connection with the development,
production, handling, operation, maintenance, storage,
detection, identification or dissemination of chemical, n
bioloaical or nuclear weanons. or other nuclear v T
v

12:23 am

13/11/2025

b. Download the Sophos Installer
On the just opened Sophos File Download webpage, click the download link under “Success!

You have been authorized” to download the ZIP file, which begins and progresses as
(VI-21.5.0_GA.VMW-171.zip) and saves to the Download folder upon completion.

[i = Firewall Installers | Sophos S Sophos file download
D

<~ C O 8 4 sophos.com

SOPHOS

Success! You have been authorized.

Your download should begin automatically. If it does not, click on the link below to begin.

https://download.sophos.com/network/SophosFirewall/installers/VI-21.5.0_GAVMW-171.zip

Sophos Next-Gen Firewall: Installation, Setup & Security Policy Configuration 4
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S Sophos file download

E] = Firewall Installers | Sophos X
O

< C ©) (&

sophos.com

SOPHOS

VI-21.5.0_GAVMW-171.zip

SOPHOS VIRTUAL FIREWALL SETUP - KARATU SECOND SEMESTER.pdf

File mov

Success! You have been authorized.

Your download should begin automatically. If it

https://download.sophos.com/network/Sopho:

12:27 am

13/11/2025

c. Arrange Pre-Installation Files

Launch the ZIP file, VI-21.5.0_GA.VMW-171.zip, using a file decompressor/extractor software
(WinRAR), and extract its contents to a desired location, such as the SophosFirewall folder.

Compressed Folder Tools

Bu-

File Home View

<« v 4 This PC Downloads Virtual Mach...

Name Size Date modified Name Size Date modified

o VI-21.5.0_GA.VMW-171.zip 610,550 KB 12/11/2025 5:49 pm B SophosFirewall 13/11/2025 12:35 a...
M u Extraction path and options

Fa

Eﬂm& ‘\(”

View Delete Find Wizard |

File Commands Tools General Advanced Options
L]

&l
]

)
Add  ExtractTo  Test

Display
New folder

Destination path (will be created if does not exist)

[ C:\Users\JEFFREY \Documents\Virtual Machines\SophosFirewall v

Update mode

(® Extract and replace files
O Extract and update files
(O Fresh existing files only

Lumion 11.0
PowerShell
PowerToys
ShareX

Virtual Machines

1T B3R vi-21.5.0_GAVMW-171 zip - ZIP archive, unpacked size 629,875,5 v

Name Size lh

) sf_virtual.mf 203

£ sf_virtual.ovf

£ sf_virtual_virtualbox.ovf
& sf_virtual_vm?7.ovf

£ sf_virtual_vm8.ovf

6,849
12,730
6,849
6,843

Overwrite mode

(®) Ask before overwrite

(O Overwrite without prompt
(O skip existing files

Kalios
Parrot_Security
UbuntuOs
Windows 11

(O Rename automatically 3 WindowsServer2022
+ WindowsPowerShell
+ Zoom
#- Downloads
dwhelper
+ Favourites

{ Links
Music

6,849
629,465,600
369,664

& sf_virtual_vm8_paravirtual.ovf
& sf _virtual-disk1.vmdk
%sf_virtual-dlskz.vmdk

625,1 Miscellaneous

[CJKeep broken files

[CJoisplay files in Explorer
<

= S2 Selected 1file, 203 bytes Total 8 files, 629,875,587 bytes

Save settings

g | =
12:37 am
13/11/2025

25 items | 1 item selected 596 MB |

O O m ¥

Step 2: VMware Network Configuration

a. Launch Virtual Network Editor
Launch VMware Workstation Pro 17.5. Click Edit and select Virtual Network Editor. This
opens the Virtual Network Editor window.

Sophos Next-Gen Firewall: Installation, Setup & Security Policy Configuration
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[’ UbuntuOS - VMware Workstation

File Edit View VM Tabs Help

Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
€ Virtual Network Editor...
Preferences... Ctrl+P
WindowsServer2022
& Windows11
KaliOS
UbuntuOS ¥ Devices
Memory
Processors 2
Hard Disk (SCSI) 30 GB
CD/DVD 2 (SATA) Using file C:\User...
CD/DVD (SATA) Using file autoins...
Floppy Using file autoins...
Network Adapter Bridged (Automat...
USB Controller Present
Sound Card Auto detect
Display Auto detect ¥ Virtual Machine Details
State: Powered off
Configuration fi ‘\Users\JEFFREY\Documents\Virtual Machines\UbuntuOS\UbuntuOS.vmx

Hardware compati lorkstation 17.5.x virtual machine
Primary IP address: Network information is not available

» Description

12:48 am
13/11/2025

b. Configure Virtual Network

To modify the network configuration, click Change Settings to secure Administrator
permissions. In the network adapter list, select VMnet1, and under VMnet Information, select
Host-only (connect VMs internally in a private network), setting Type to Host-only. Ensure the
Use local DHCP service to distribute IP addresses to VMs checkbox is unchecked. Finally,
input 192.168.56.0 in the Subnet IP text box and 255.255.255.0 in the Subnet mask text
box, then click Apply and OK.

[}

File Edit View VM Tabs Help

Library x Type External Connection Host Connection DHCP Subnet Address
Host-only - Connected Enabled 192.168.235.0

NAT  NAT Connected Ensbled  192.168.123.0

= My Computer
Parrot_Security
WindowsServer2022
& Windows11
KaliOs

Add Network... Remove Network Rename Network...
VMnet Information

Bridged (connect VMs directly to the external network)

Automatic Settings...
NAT (shared host's IP address with VMs) NAT Settings...
Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network

Host virtual adapter name: VMware Network Adapter VMnet1

Use local DHCP service to distribute IP address to VMs DHCP Settings...

Subnet IP: | 192 .168 .235 . 0 Subnet mask: | 255 .255 . 255 . 0 | Machines\UbuntuOS\UbuntuOS.vmx

/% Administrator privileges are required to modify the network configuration. Gchange Settings

Restore Defaults Import... Export.. oK Cancel Apply Help

12:50 am
13/11/2025
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&)
File Edit View VM Tabs Help

Library Name Type External Connection Host Connection DHCP Subnet Address

VMnet1 Host-only - Connected & 192.168.56.0

= My Computer VMnet8 NAT NAT Connected Enabled  192.168.123.0

Parrot_Security

WindowsServer2022
& Windows11

KaliOS

Add Network... Remove Network Rename Network...

VMnet Information
(O Bridged (connect VMs directly to the external network)

Bridged to: Automatic Automatic Settings...
(O NAT (shared host's IP address with VMs) NAT Settings...
(® Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnet1

[[Juse local DHCP service to distribute IP address to VMs DHCP Settings...

SubnetIP: | 192 . 168 . 56 . 0 Subnet mask: | 255 .255 .255 . 0

| Machines\UbuntuOS\UbuntuOS.vmx
Restore Defaults Import... Export... Cancel

12:54 am
13/11/2025

Step 3: Firewall Machine Creation & Network Configuration

a. Import Firewall Virtual Machine.
i. Click File then click Open.

[2'  UbuntuOS - VMware Workstation

File Edit View VM Tabs Help

[E' New Virtual Machine... Ctrl+N
' New Window
Open... Ctrl+O

Scan for Virtual Machines...

Configure Auto Start VMs

Close Tab Ctrl+W
E. Connect to Server... Ctrl+L

Export to OVF...

Exit

Memory

Processors 2

Hard Disk (SCSI) 30GB

CD/DVD 2 (SATA) Using file C:\User...
CD/DVD (SATA) Using file autoins...
Floppy Using file autoins...
Network Adapter Bridged (Automat...
USB Controller Present

Sound Card Auto detect

Display Auto detect ¥ Virtual Machine Details
State: Powered off
Configuration file: C:\Users\JEFFREY\Documents\Virtual Machines\UbuntuOS\UbuntuOS.vmx
Hardware compatibility: Workstation 17.5.x virtual machine
Primary IP address: Network information is not available

» Description

12:56 am
13/11/2025

i. Locate extracted contents of download Sophos Firewall ZIP file (inside the
SophosFirewall folder).

Sophos Next-Gen Firewall: Installation, Setup & Security Policy Configuration 7
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iii. Select the sf_virtual.ovf file and click Open. This opens the Import Virtual
Machine window.

)
(= v+ R Virtual Machines SophosFirewall
Organise ~ New folder

B Documents # Name Date modified
R WORK »*
R FiLMS #*

u sf_virtual.ovf 09/05/2025 9:13 am
t& sf_virtual_virtualbox.ovf 09/05/2025 6:18 am
.l v * u sf_virtual_vm7.ovf 09/05/2025 9:13 am
I CYBERSECURI # 6 sf_virtual_vm8.ovf 09/05/2025 9:13 am

3 Google Drive # | sf_virtual_vm8_paravirtu... 09/05/2025 9:13 am

R (so2cc
R Circle10 App
¥ Desktop
B SOPHOS Assignr

3 This PC

e

File name: |sf_virtual.ovf 2 ‘ ‘AH supported files 2 ‘

tate: Powered off
Configu e: C:\Users\JEFFREY\Documents\Virtual Machines\UbuntuOS\UbuntuOS.vmx
Hardware compa Workstation 17.5.x virtual machine
Primary IP address: Network information is not available

» Description

12:58 am
13/11/2025

iv. Inthe Import Virtual Machine window, fill the Name text box with the virtual
machine name: Sophos-Firewall, and fill the Storage path text box with the
intended storage address of the virtual machine, then click Import.

)

File Edit View VM Tabs Help

Library X
= My Computer
Parrot_Security
WindowsServer2022
Windows11
Kalios ‘ Sophos-Firewall
¥ Devices Storage path for the new virtual machine:
Memory ‘ C:\Users\JEFFREY\Documents\Virtual Machines\Sophos-Firewall Browse...

UbuntuOS

I'_D UbuntuOS Store the new Virtual Machine

Provide a name and local storage path for the new virtual machine.

Name for the new virtual machine:

Processors

Hard Disk (SCSI)

CD/DVD 2 (SATA)

CD/DVD (SATA)

Floppy

Network Adapter

USB Controller

Sound Card

Display

bocuments\Virtual Machines\UbuntuOS\UbuntuOS.vmx

virtual machine
Primary IP address: Network information is not available

» Description

12:59 am
13/11/2025

v. After the Importing Sophos-Firewall progress bar completes, a new virtual
machine called Sophos-Firewall is added to the Library panel on the VMware
Workstation Pro 17.5 main interface.

Sophos Next-Gen Firewall: Installation, Setup & Security Policy Configuration 8
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&)
File Edit View VM Tabs Help

(D

Library x oS

~
lr:‘ UbuntuOS

= My Computer
Parrot_Security
WindowsServer2022
& Windows11
KaliOS
UbuntuOS ¥ Devices
Memory
Processors
Hard Disk (SCSI)
CD/DVD 2 (SATA)

CD/DVD (SATA)

Importing Sophos-Firewall

Floppy Using file autoins...
Network Adapter

USB Controller

Bridged (Automat...
Present
Sound Card Auto detect

Display Auto detect ¥ Virtual Machine Details

» Description

File Edit View VM Tabs Help

Library x

L My Computer
Parrot_Security
WindowsServer2022

& Windows11
KaliOS
UbuntuOS
Sophos-Firewall

@

¥ Devices
Memory
Processors
Hard Disk (SCSI)
Hard Disk 2 (SCSI)
Network Adapter
Network Adapter 2
Network Adapter 3
USB Controller

Display

¥ Description

m

State:

Configuration file:
Hardware compatibility:
Primary IP address:

Powered off

C:\Users\JEFFREY\Documents\Virtual Machines\UbuntuOS\UbuntuOS.vmx
Workstation 17.5.x virtual machine

Network information is not available

12:59 am
13/11/2025

M= =

Sophos-Firewall

-]
l_'|:| Sophos-Firewall

1

32GB

80 GB

Bridged (Automat...
Bridged (Automat...
Bridged (Automat...

Present ¥ Virtual Machine Details

Auto detect State:

Configuration file:

Hardware compatibility:
Primary IP address:

Powered off
C:\Users\JEFFREY\Documents\Virtual
Machines\Sophos-Firewall\Sophos-Firewall.ymx
Workstation 6.5-7.x virtual machine

Network information is not available

1.01 am
13/11/2025

b. Configure Firewall Virtual Machine Network Adapters

To configure the Sophos-Firewall virtual machine in VMware Workstation Pro 17.5, right-click
the VM in the Library panel and select Settings... to open the Virtual Machine Settings window.
In the Hardware tab, select Network Adapter in the navigation pane and choose the Host-only
option in the Network Connection section. Finally, ensure that Network Adapter 2 in the
navigation pane has the default summary, Bridged (Automatic), before clicking the OK button.

Sophos Next-Gen Firewall: Installation, Setup & Security Policy Configuration
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[ Sophos-Firewall - VMware Workstation
File Edit View VM Tabs Help D) o O E o

Libr: x

= My Computer
Parrot_Security
WindowsServer2022
i Windows11
Kalios
UbuntuOS
Sophos-

Sophos-Firewall

lr:‘ Sophos-Firewall

Close Tab

Mark as Favorite

Rename... 3 1
Open VM directory 32 GB

Remove
80 GB

Power Bl

Removable Devices icgeciomat g

Pause Bridged (Automat...

Send Ctrl+Alt+Del Present

Grab Input Auto detect ¥ \/irtual Machine Details

Snapshot State: Powered off

Capture Screen Configuration file: C:\Users\JEFFREY\Documents\Virtual

Manage Machines\Sophos-Firewall\Sophos-Firewall.ymx
Install VMware Tools. Hardware compati Workstation 6.5-7.x virtual machine

: Primary IP address: Network information is not available
Settings...

1:12 am
13/11/2025

) Virtual Machine Settings

File Edit View VM Hardware Options

Library Device Summary Device status

[E=IMemory 4GB Connected

1 EProcessors 1 Connect at power on
= My Computer [\Hard Disk (SCST) 32GB

Parrot_Security [E\Hard Disk 2 (SCSI) 80 GB Network connection

WindowsServer20 i Ntwork Adapter Brigedi(uionstic (O Bridged: Connected directly to the physical network

& Windows11 5 Network Adapter 2 Bridged (Automatic)
Kalios \:\USB Controller Present Replicate physical network connection state
ali =

UbuntuOS [-Ioisplay Ao detect (O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
(® Custom: Specific virtual network

VMnet1 (Host-only)

(O LAN segment:

Advanced...

Remove

114 am
13/11/2025
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File Edit View VM Tabs JETESISSS. Options

My Computer
Parrot_Security

WindowsServer202]

i Windows11
Kalios
UbuntuOS
Sophos-Firewall

Device

Memory

1 EProcessors
[\Hard Disk (SCST)
[}Hard Disk 2 (SCSI)
“C1Network Adapter
5 Network Adapter 2
[<]usB controller
[Clpisplay

Summary

4GB

1,

32GB

80 GB

Custom (VMnet1)
Bridged (Automatic)
Present

Auto detect

Remove

Device status
Connected
Connect at power on

Network connection
(® Bridged: Connected directly to the physical network
[[JReplicate physical network connection state
(ONAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
(O Custom: Specific virtual network

VMnet0

(O LAN segment:

Advanced...

1:16 am
13/11/2025

Step 4: Firewall Operating System Setup

)

File Edit View VM

Library

a. Launch and Install the Firewall Operating System
i. Inthe Library panel, located on the left side of the VMware Workstation Pro

main interface, select Sophos-Firewall. In the Sophos-Firewall tab, select
Power on this virtual machine.

Tabs Help

X

[O Tpeheretosearch 7]

My Computer
Parrot_Security

WindowsServer2022

& Windows11
Kalios
UbuntuOS
Sophos-Firewall

2 [OH O

Sophos-Firewall

rl:‘ Sophos-Firewall

*

¥ Devices

Memory

Processors

Hard Disk (SCSI)
Hard Disk 2 (SCSI)
Network Adapter
Network Adapter 2
USB Controller
Display

¥ Description

1

32GB

80 GB

Custom (VMnet1)
Bridged (Automat...
Present

Auto detect

¥ Virtual Machine Details
State: Powered off
Configuration file: C:\Users\JEFFREY\Documents\Virtual
Machines\Sophos-Firewall\Sophos-Firewall.ymx
Hardware compatibility: Workstation 6.5-7.x virtual machine
Primary IP address: Network information is not available

1:16 am
13/11/2025
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On the opening bootloader screen, titled GNU GRUB version 2.02, select

*21_5_0_171 and press Enter.
)
File Edit View VM Tabs Help || ~ & @ a O E o

. X
Library Sophos-Firewall

Z|

= 1 My Computer
| Parrot_Security
| WindowsServer2022
& Windows11
| KalioS
] UbuntuOS

= GNU GRUB version 2.82
Sophos-Firewall

SFLoader
21 5_8_171

Use the 1 and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, 'e’ to edit the commands
before booting or ‘c’ for a command-line.

The highlighted entry will be executed automatically in 3s.

To direct input to this VM, click inside or press Ctrl+G.

*’ H t c 1:18 am

13/11/2025

On the next screen titled Booting ‘21_5_0_171’ type the password admin and

press Enter.
(=] I \ r
File Edit View VM Tabs Help || Eé ) o MO E E:E

Library [+ Sophos-Firewall

4

= [ My Computer
| Parrot_Security
| WindowsServer2022
(& Windows11
| Kalios
| UbuntuQs Booting ‘215 8 171"
Sophos-Firewal Doing Applianc
Loading firstboot configuration
Installing default config
Firstboot completed successfully
#a System Detail #un
Nurber of cores:
Total R
Total N
rimary Disk:
Total Auxiliary Disk:
HRRER R R

Password :

To direct input to this VM, click inside or press Ctrl+G.

*’ H t c 1:19 am

13/11/2025

iv. The next screen is the Main Menu screen. Press 1 to select Network

Configuration. Press Enter.

Sophos Next-Gen Firewall: Installation, Setup & Security Policy Configuration
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]
File Edit View VM Tabs Help || &5 0O o O E o

Library * Sophos-Firewall

=]

= 1 My Computer
| Parrot_Security
| WindowsServer2022
& Windows11
| Kalios

| UbuntuOS
= Sophos Firmuare Uersion: SFOS 21.5.8 GA-Build171
Sophos-Firewall Model: SFBIV

Hostname :
Main Menu

. Device Activation

. Network Configuration
. System Configuration
. Route Configuration
. Device Console

. Device Management

. UPN Manmagement

. Shutdown/Reboot Device
. Exit

Select Menu Number [8-71: 1_

To direct input to this VM, click inside or press Ctrl+G.
121 am

| ,O H ™ y =] 13/11/2025

v. The next screen is the Network Configuration Menu screen. Press 1 to select
Interface Configuration. Press Enter.

G
File Edit View VM Tabs Help || &5 0 o O E o

. e
Library Sophos-Firewall

=]

= 1 My Computer
| Parrot_Security
{[] WindowsServer2022
& Windows11
| Kalios
] UbuntuOS

- Sophos Firmeare Uersion: SFOS 21.5.8 GA-Build171
Sophos-Firewall Model: SFB1U

Hostname :
Network configuration Menu
1. Interface Configuration
2. DNS Configuration
8. Exit

Select Menu Number [8-21: 1

To direct input to this VM, click inside or press Ctrl+G.
121 am

= O o m t @6 13/11/2025

vi. The next screen is the Network Settings screen. Press Enter to continue.

Sophos Next-Gen Firewall: Installation, Setup & Security Policy Configuration
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&) statior
File Edit View VM Tabs Help || =N o O = ] -

Library * Sophos-Firewall

=]

= 1 My Computer
| Parrot_Security
| WindowsServer2022
& Windows11
1 KaliOS
| UbuntuOS Sophos Firmaare Uersion: SFOS 21.5.8 GA-Build171
. Model: SFE1U
Sophos-Firewall Hostnare :
Network Settings
Interface Name : PortA (Physical)
Z Name : LAN

1Pvd/Netrask : 172.16.16.16/255.255.255.8 (Static)
1PU4 Gateway i N.A.

IPuB/Prefix : Not Configured
IPUE Gateway :N.A.

No Alias Configured

Press Enter to contimue ......

To direct input to this VM, click inside or press Ctrl+G.

= p & ™ l’ (=] 122 am

13/11/2025

vii. On the next screen with the dialog Set IPv4 Address (y/n) : No (Enter) > type Y.
[} I \ I - X
File Edit View VM Tabs Help || =N o OB oD

Library * Sophos-Firewall

=]

= 1 My Computer
| Parrot_Security
| WindowsServer2022
& Windows11
| Kalios
JELUGIOS Sophos Firmuare Uersion: SFOS 21.5.8 GA-Build171
Sophos-Firewall Hadel; STA1M

Set IPud Address (y/n) : No (Enter) >y

To direct input to this VM, click inside or press Ctrl+G.

m 1:23 am
| ,O ¢ ™ y =] 13/11/2025

viii. The next screen is the Network Configuration of Ethernet PortA.
e For New IP Address type 192.168.56.201. Press Enter.
e For New Netmask type 255.255.255.0. Press Enter.
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G
File Edit View VM Tabs Help || =N o O E o

5%
Sophos-Firewall

I My Computer
Parrot_Security
WindowsServer2022
& Windows11
KalioS
UbuntuOS Sophos Firmsare Uersion: SFOS 21.5.8 GA-Build171
. Model: SFE1U
Sophos-Firewall Hostnare :
Network configuration Menu
Network Configuration of Ethernet PortR
Current IP address : 172.16.16.16
i 192.168.56.281

: 255.255.255.8
New Netmask : 255.255.255.8_

To direct input to this VM, click inside or press Ctrl+G.

= p *, H l’ c 1:24 am

13/11/2025

e
File Edit View VM Tabs Help || =N 2 0B o

Library X
[D Twpeherctosearh ]
= L My Computer
Parrot_Security
WindowsServer2022
& Windows11
Kalios
UbuntuOS

Sophos-Firewall|

Sophos-Firewall

2
HAN CHAN)

Changing IP Address of the Device

To direct input to this VM, click inside or press Ctrl+G.

*’ H t C 1:59 am

13/11/2025

X. On the next screen with the dialog Set IPv6 Address (y/n) : No (Enter) > type N.
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)
File Edit View VM Tabs Help || =N 2 0Eo

Library X
= My Computer
Parrot_Security
WindowsServer2022
& Windows11
Kalios
UbuntuOS rsion: SFOS 21.5.8 GA-Build171

Sophos-Firewall|

Sophos-Firewall

Set IPuB Address (y/n) : No (Enter) > n

To direct input to this VM, click inside or press Ctrl+G.
2:00 am

= O & m t B 13/11/2025

xi. The next screen is the Network configuration Menu screen. Press 0 to select

Exit. Press Enter.

(C)
File Edit View VM Tabs Help ||~ & (O 2 0B o

Library X

= My Computer
Parrot_Security
WindowsServer2022
& Windows11
Kalios
UbuntuOS
Sophos-Firewall

Sophos-Firewall

ion: SFOS 21.5.8 GA-Build171

18-21: a_

To direct input to this VM, click inside or press Ctrl+G.

2:00 am

= O & m t B 13/11/2025

xii. The next screen is the Main Menu screen.

Step 5: Firewall Web Admin Console Setup

a. Setup the Firewall in the Web Admin Console
i. KeepVMware running but minimized, then launch a browser (Firefox)

and navigate to the Sophos Firewall setup interface by typing
https://192.168.56.201:4444 into the address bar and pressing Enter.
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E] *» New Tab

D C 192.168.56.201

*.* Firefox

© Search with Google or enter address

Photo by Felix Mittermeier on Unsplash ; o y

p ‘, m } C 2:01 am

13/11/2025

ii. A notice page with the text “Warning: Potential Security Risk Ahead” appears

because the port is not recognized by the browser as secure.
e C(Click the Advanced... button.
e C(Click the Accept the Risk and Continue button.
A Waming: Potential Security Risk X +

(= @] PA Not Secure 192.168.56.201:4

A Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.56.201. If you visit this
site, attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using antivirus software, you can reach out to the support teams for assistance.
You can also notify the website’s administrator about the problem.

! Advanced...

2:01 am
13/11/2025
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[i & Warning: Potential Security Risk X i
D

e @] £a Not Secure  192.168.56.201

Advanced...

Someone could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust 192.168.56.201:4444 because its
certificate issuer is unknown, the certificate is self-signed, or the server is not sending the correct

intermediate certificates.

Error code: SEC ERROR_UNKNOWN_ISSUEF

Accept the Risk and Continue

2:02 am
13/11/2025

iii. The Sophos Firewall initial setup frontpage appears. Click Start Setup.

S Sophos Firewall wizard X a0

< C O G 192.168.56.201

Welcome to

. Sophos FireWaIL;‘f

Use of this software is subject to the T . You must accept the End User
Terms of Use to continue, so please read it carefully. You also acknowledge that Sophos processes
personal data in accordance with the y .

v laccept the Sophos E:

Start setup

2:03 am
13/11/2025

iv. On the Basic configuration webpage:

e Create a new administrator account password by typing it and re-typing it in
the Default administrator’'s new password text box and the Reenter the

password text box, respectively.
e C(lick the Continue button. This opens the Secure storage master key
webpage.

Sophos Next-Gen Firewall: Installation, Setup & Security Policy Configuration
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=) S Sophos Firewall wizard X i
O

S5 c O G 192.168.56.201:444

ﬂ Basic configuration

numbers, al

ng administrator account until you complete the assistant and configure other administrators. Enter a

al characters

Restore backup |

Create new admin account
Default administrator’s new password:

S
v

2:05 am

13/11/2025

v. On the Secure storage master key webpage:
To proceed, you must create a new administrator account password by typing it and re-typing
it in the Create secure storage master key text box and the Repeat the master key text box,

respectively, and then check the | have stored the master key in a password manager or
another secure location checkbox before clicking the Continue button, which will open the Name

and time zone webpage.

(=) S Sophos Firewall wizard X ) New Tab
O

< C O & o 192.168.56.201:4444

ﬂ Secure storage master key

oxtra protection for the account and password details stored in the firewall. You need the master key to restore backup and

Create secure storage master key:

You can't recover a lost master key or restore backups and import configurations created with it. For more details, go to Secure storage master key.

I have stored the master key in a password manager or another secure location

Previous Continue
v

2:11am

13/11/2025

vi. On the Name and time zone webpage:
In the Sophos Firewall setup, you must first type a name for the firewall in the Firewall name

text box. Next, select the appropriate time zone from the dropdown menu and confirm that the time
and date displayed in the Current time section on the web interface matches the current time on
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the operating system. Finally, click the Continue button, which will open the Register your
firewall webpage.

[Tj S Sophos Firewall wizard X #) New Tab
O

S C O G 192.168.56.201:4444

m Name and time zone

a firewall name. We recommend that you use a fully qualified domain name (FQDN) that points to this device.

2:13 am
13/11/2025

vii. On the Register your firewall webpage:
e C(Click the I have an existing serial number button.
e Since there is no serial number, it is time to register for one.
b. Acquire serial number for free trial access.

i. While keeping the current browser tab open, open a new tab and visit the
Sophos Firewall free trial webpage at
[https://www.sophos.com/en-us/products/next-gen-firewall/free-trial]. On this
page, you must fill out and submit the registration form by entering the required
details (First Name, Last Name, Email, Company, Number of Employees, Job role
Phone number, Country, and State), clearing the CAPTCHA, and clicking the
Submit button.

Sophos Next-Gen Firewall: Installation, Setup & Security Policy Configuration
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E] S Sophos Firewall wizard = Sophos Firewall with Endpoint ¢ X
O

(= C sophos.com

+

Sophos Firewall Overview

Sophos Firewall free trial

Sophos Firewall spots hidden risks other
firewalls miss and automatically isolates
active threats

@ Blocks unknown threats with a comprehensive suite of advanced
protection that includes intrusion prevention system (IPS), active threat
prevention (ATP), sandboxing, dual antivirus (AV), web and app control,
anti-phishing, a full-featured web application firewall, and more.

© Automatically responds to incidents by instantly identifying infected
systems and isolating them until they can be cleaned up

@ Exposes hidden risks on your network, including unknown apps, top-risk.
users, advanced threats, suspicious payloads, and more

TWO EASY OPTIONS
1) Request a free trial with Sophos by submiitting the form.

2) Start your free trial through AWS Marketplace - for a streamlined
procurement via your AWS account (link below).

Features

Compare Models Ecosystem

First Name *

Jeffrey

Business Email *

Number of Employees *

0-50

Phone number *

Country *

Niaeria

|

+/ Imnotarobot

By submitting this form you agree to

the Website Terms of Use, consent to be
‘contacted by Sophos and its partners, and
acknowledge the Privacy Notice

A
conta HowroBuy
Last Name *
0
Company *
AltSchool Africa
Jobrole *
Home User/Student/Fa... ¥
State *
Laados
End User Terms of Use *
2:18 am
13/11/2025

ii. A Thank You confirmation page opens, instructing you to check your email

inbox for the evaluation serial number.

=) S Sophos Firewall wizard = Thank You | Sophos
O

< C sophos.com

BSOPHOS Platform v Services v Solutions v

B e0% v

Experlencing a Cyberattack? Get help now. Qa @ Signin v

Partners v Learn v Support ¥ Get started

Thank You.

Check your email for your evaluation serial number.

Didn't get an email?

Installers for Virtual Environments

PAEED
13/11/2025
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Sophos Firewall 30-day free trial - Serial number VO1001G2CTG3TD9

L -
To: me - Thu, Nov 13 at 2:18 AM v

[ CENTRAL J

‘Thank you for requesting the 30-day free frial of Sophos Firewall.
“You can start your 30-day free trial now.
Sophos Firewall Serial Number: V01001G2CTG3TD9
Prerequisites

1. Sophos Central account

+ | have a Sophos Central account. Make sure you have the email address and password of the account.

« | don't have a Sophos Central account. Creale one now. Alternatively, create one during setup.

2. ISP internet connection settings

Nnfe the fallnwing eaffinae if thew'ra nat antnmaticaliv nravided thenunh NHOP

c. Resume Web Admin Console Setup
i. Close the Thank You browser tab and return to the Register your firewall
webpage. On this page, paste the copied serial number into the | have an existing
serial number text box, and then click the Continue button. This opens the Basic
setup is complete webpage.

(=) S Sophos Firewall wizard X G
O

< C O G 192.16856.201

M Register your firewall

rewall must have a serial number. We can get one for you automatica

f you have an unused serial number, you can specify it here.

(@ !have an existing serial number

Once you register the firewall, you cannot change the serial number. If you t
than or number, make sure that you the correct one. Home user
S from here

ome Use serial number of

1 don’t have a serial n
You will automatically
you can test the full fun

nd a 30-day trial period. During this period
rewall. Do not use this option for home use.

1 would like to migrate my UTM 9 license now

omatically. Your equivalent UTM 9
ed to the Sophos Firewall,

This is not reversible. If you are not sure about migrating now, click "Start a trial". You
can migrate the license after you test Sophos Firewall

[ ! do not want to register now
"~ You can skip re
You can contint

ar during your next login

revious
v

2:20 am

13/11/2025

ii. On the Basic setup is complete webpage: review the contents to see the details of
the Sophos Firewall subscriptions, and then click the Continue button. This opens
the Network configuration (LAN) webpage.
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(=] S Sophos Firewall wizard X i
0O <« C O G 192.168.56.201:444
Basic setup i let "
ﬂ The wizard will help you set up th networking and s figure these manually, click *Skip to finish".
Licensed subscriptions: bundle a-carte ptiol
Later, you can see th 1 Administration > Licensing.
Xstream Protection bundle Status Expiration date
Base Firewall _—
Stateful Firewall, VPN, Wireless Hlatng
Network Protection
1PS, Sophos X-Ops, SD-RED Device M Evaluating
Evaluating
Evaluating
Zero-Day Protection
Machine Learning, S Evaliatog
Central Orchestrat
SD-WAN VPN Orc Evaliating
DNS Protection
Manage DNS Protection and set DNS policies in Sophos Central Evaludting
A-la-carte subscription modules Status Expiration date
Email Protection e
Anti-spam, Antivirus, DLP, Encryption, Email Malware Protection valistiog
Web Server Protection __
Web Applcation Firewall
Enhanced Support e
Enr pport
Not evaluating v

2:26 am

13/11/2025

iii. On the Network configuration (LAN) webpage: Confirm the IP address in the

LAN IP address text box is the same as the previously configured PortA IP address,
then uncheck the Enable DHCP checkbox before clicking the Continue button,
which opens the Network protection webpage.

S Sophos Firewall wizard X S

S C O G 192.168.56.201:444

uration (LAN)

mode, and how to assign IP addresses.

LAN IP address Subnet mask

Edit internet connection
(] Enable DHCP
Let the firewall assign IP addresses to your internal device:

Enable TAP/discover mode

Previous Continue

2:28 am
13/11/2025

iv. On the Network protection webpage: Ensure the following four checkboxes
are selected: Protect users from network threats; Protect users from the
suspicious and malicious websites; Scan files that were downloaded from
the web for malware; and Send suspicious files to zero-day protection. After

selecting all four, click the Continue button, which will open the Notifications and
backups webpage.
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(=) S Sophos Firewall wizard X S
O

& C O G 192.168.56.201:4

m Network protectio

You can configure permissions for users on wired and wireless networks to protect them when they access the internet

P

Protect users from the suspicious and malicious websites
Protects users alicious links, and from visiting harmful sites. It does not scan the SSL traffic
Click here to le scan HTTPS traffi

Scan files that were downloaded from the web for malware
Even reputed sites may contain malicious files. Scan files with Sophos malware detection engine to catch known malware
their variants

Send suspicious files to
Protects users from undisc at involve running applications, ar
ewing documents in files to their computers.

2:29 am
13/11/2025

v. On the Notifications and backups webpage: Input the two email addresses for
notifications in the Recipient’s email address and Sender’s email address text
boxes, and then input your encryption password for files and network resources in
both the Encryption password and Confirm encryption password text boxes.
Ensure that you leave the Use external mail server checkbox unchecked before
clicking the Continue button, which opens the Configuration summary webpage.

(=) S Sophos Firewall wizard X 57
O

< C O G o 192.168.56.201:4444

M Notifications and backups

It is important to have quick access to backups. Enter the details to receive the latest backups and notifications by emai

Recipient's email address
e

Sender's email address

Send configuration backup every week
Encryption password

[ Use external mail server

2:31am

13/11/2025

vi. On the Configuration summary webpage, you must first review all configuration
details in the text area for a final approval before clicking the Finish button, which
opens the Finishing webpage..
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=) S Sophos Firewall wizard =N +
0O <« C O G 192.168.56.201
. . A
Configuration summary
Please review your choices in the jow. Click Finish. This will apply the settings that you have specified, install the latest firmware, and reboot the
firewall. It will take approximately five minutes to complete

~
Basic settings
Hostname: Jeffrey-Firewall
Time zone: Africa/Lagos

tection: Enable
We t Policy
Intrusion prevention: lantowan_general
Created linked NAT rule "#NAT_Default_Network_Policy" with source translated to MASQ.
Notifications and backups
kup every week: Enable
v

Copy o ciptsad Send as ema previous

2:32 am

13/11/2025

vii. On the Finishing webpage: The loading spinner next to Applying configuration
changes spins until the action is complete, at which point it changes to a checked
circle. Similarly, the loading spinner next to Restart spins until the Sophos Firewall
VM finishes restarting, after which it also changes to a checked circle, and then a
Sophos Firewall sign-in page pops up.

S Sophos Firewall wizard X S

< C O G 192.168.56.201

FINISHING

Applying configuration changes

Please wait a few moments for the changes to be applied.

Restart
Once the process is complete, the firewall will reboot automatically. This
will take five minutes to complete.

2:34 am
13/11/2025
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Step 6: Firewall Console Access

a. Login to the Firewall Console

To sign in to the Sophos Firewall, on the sign-in page, enter the username “admin” in the

Username text box and the previously setup password in the Password text box, then click the
Login button, which opens the Register your firewall webpage.

S 192.168.56.201:4444/ X +

> C O G 192.168.56.201

English v

Welcome to

Sophos Firewall
SOPHOS

Username

admin

Password

2:58 am
17/11/2025

)

i. Onthe Register your firewall webpage:

The serial number is shown pasted in the | have an existing serial number text box, and
clicking the Continue button leads to an error as the serial number registration and Sophos
account authentication process fails; therefore, you must return to the page, check the | do not

want to register now checkbox, and click the Continue button again, which opens the Control
center interface.
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(=) S Sophos Firewall wizard X ar
O

& C QO & 192.168.56.201:

ﬂ Register your firewall
Ever le cai

firewall must h al numt atically. Alternatively, if you have an unused serial number, you can

@ | have an existing serial number

Once you register the firewall, you cannot change the serial number. If you h
tha serial number, make sure that you he correct one. Home user:
wall Home Use serial number o d from here

1 don't have a serial number (start a trial)
Yo tically r ber

0-day trial period. During this period,
Do not use this option for home use.

1 would like to migrate my UTM 9 license now

This is not reversible. If you are not sure about migrating now, click "Start a trial”. You

can migrate the license after you test Sophos Firewall

1 do not want to register now
Yo

v

3:00 am

17/11/2025

b. Access the Control Center
i. The main Firewall interface launches, giving access to the Firewall web console.
ii. The interface provides access to firewall analytics, controls and configurations.

= S Jeffrey-Firewall X GF

0O <« & QO & 192.168.56.201

~
SOPHOS Control center Feedback @M How-to guides Logviewer Help admin@Jeffrey-Firewall v

SFO1V (SFOS 21.5.0 GA-Build171)

) LYz System Traffic insight User & device insights Active threat
Control center Web activity Cloud applications Security Heartbeat® MDR threat feeds
GUIENKactivitios Q  Monitor endpoint health and Status: O
Reports pertirmance services e sk M
Zero-day protection Atrisk Biocked/
Diagnostics Click here

Interfaces VPN

o Synchronized Application Control™ Sophos X-Ops

o Status: Of
Rules and policies O dentity unknown apps on your “
Intrusion prevention 0/0 0/0 Allowed app categories Network attacks network Blocked/V,
Web RED Wireless APs Apps
Applications 0 0 Clickinm Third- t fe
Wirele:
gid Connected remote Live users Zero-day protection
Email users Theel
Web server 0 0 0
Active threat response 4% 52% Recent Incidents  Scanned No records found
cru Memory Allowed web categories Blocked app categories
I 4408/s 0 uTQ
Remote access VPN Bandwidth Sessions
Site-to-site VPN 0% 0 40
Network Decryption capacity Decrypt sessions Aorounts at
Routing risk
Authentication
System services DN Protection: Not configured SSL/TLS connections
TEM 0% 0% 0
Sophos Central Oftraffic  Decrypted Failed

Profiles
Hosts and services
Administration

Ra. —

O ©® m ~ om g

3:00 am
17/11/2025

LJ

iii. Note that despite clicking the | do not want to register now checkbox on the
Register your firewall webpage, the serial number appears on the interface.

Conclusion

The Sophos Firewall virtual machine has been added and configured, and is ready for
implementation in the lab environment. It is configured with two interfaces: one Host-only
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port (Port A) which is confined to the LAN and another Bridged interface (Port B) which
bridges the firewall to the same physical network the host is connected to, enabling the
firewall virtual machine to function as a separate, independent device.

The LAN subnet (192.168.56.0/24) has been configured on the virtualizer and this will be
utilized by other virtual machines in the lab.
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Security Policy 1
NAT Gateway

This configuration enables the firewall to serve as a gateway for the Host-only configured
virtual machines in the LAN. The firewall provides Network Address Translation using its 2
interfaces with one in the LAN (Port A; Host-only; 192.168.56.201/24) and the other, facing the
WAN (Port B; Bridged; 192.168.0.103/24). A Kali OS virtual machine (KaliOS) will be used to
test this configuration.

Step 7: Confirm Network Settings

a. Confirm Network Adapter Settings for Virtualizer (VMware Workstation Pro
17.5).
Launch the Virtual Network Editor (As outlined in [Step 4a] above) and confirm the following
settings: VMnet1 Type is set to Host Only with a Subnet IP of 192.168.56.0 and Subnet mask of
255.255.255.0, configured to Use local DHCP with limits 792.768.56.101—192.168.56.254 in the
DHCP Settings; also, VMnet8 Type is set to NAT with a Subnet IP of 192.123.56.0 and Subnet
mask of 255.255.255.0. Click the Apply button and then the OK button.

Name Type External Connection Host Connection DHCP Subnet Address
VMnet0 Bridged Auto-bridging - - -

VMnet1 Host-only - Connected Enabled 192.168.56.0
VMnet8 NAT NAT Connected Enabled 192.168.123.0

DHCP Settings

Network: vmnet1
Subnet IP: 192.168.56.0
Subnet mask: 255.255.255.0

Starting IP address: | BB . 168 . 56 101
Add Network... e —
Ending IP address: | 192 .168 . 56 .254

VMnet Information
Broadcast address: 192.168.56.255
(O Bridged (connect VMs directly to the external network)

) . Days: Hours: Minutes:
Bridged to: Automatic

Default lease time: | 0 = ‘ 0 = (30
(O NAT (shared host's IP address with VMs)

Max lease time: 0 B ‘ 2

(® Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnet1

Use local DHCP service to distribute IP address to VMs DHCP Settings...
wered off

\Users\JEFFREY\Documents\Virtual Machines\KaliOS\KaliOS.vmx
prkstation 17.5.x virtual machine
twork information is not available

Subnet Ip: [ 192 .168 . 56 . 0 Subnet mask: | 255 .255 .255 . 0 |

Restore Defaults Import... Export... OK Cancel

9:45 pm
PAVARVPIPLY

b. Confirm Network Adapter Settings for the Sophos Firewall (SFOS) virtual
machine (Sophos-Firewall).

To begin, launch the Sophos-Firewall virtual machine Settings, then confirm that Network
Adapter is set to Host-only; and Network Adapter 2 is set to Bridged. before clicking OK.
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)
File Edit View VM Tabs

E D)

Library X

= My Computer
Parrot_Security
WindowsServer2022
& Windows11
Kalios 7§
UbuntuOS
Sophos-Firewall

Sophos-Firewall

lr:] Sophos-

¥ Devices
Memory
Processors
Hard Disk (SCSI
Hard Disk 2 (SC

Network Adaptd
Network Adaptd

USB Controller
Display

¥ Description

Hardware Options

Device

[E=IMemory

[: Processors
[=\Hard Disk (SCSI)
[—\Hard Disk 2 (SCSI)
2 Network Adapter
23 Network Adapter 2
<] usB Controller
[CIpisplay

Summary

4GB

3

32GB

80 GB

Host-only

Bridged (Automatic)
Present

1 monitor

Add...

Remove

Device status
Connected

Connect at power on

Network connection
(O Bridged: Connected directly to the physical network
Replicate physical network connection state
(O NAT: Used to share the host's IP address
(® Host-only: A private network shared with the host
O Custom: Specific virtual network
VMnet0

(O LAN segment:

LAN Segments... Advanced...
OK Cancel Help
9:47 pm
21/11/2025

c. Confirm Network Adapter Settings for Kali operating system virtual machine

(Kalios).

To begin the Sophos Firewall setup, launch the KaliOS virtual machine Settings by right-clicking

the Sophos-Firewall virtual machine in the Library panel of the VMware Workstation Pro 17.5

main interface and selecting Settings... to open the Virtual Machine Settings window, where you
must confirm that the Network Adapter is set to Host-only; before clicking the OK button.

C]

File Edit View VM Tabs Help

Library X

= My Computer I'_'D e
Parrot_Security
WindowsServer2022

@ Windows11
UbuntuOS

Sophos-Firewall

¥ Devices
Memory
Processors
Hard Disk (SCY
CD/DVD (SCsl
Network Adap
USB Controlle
Sound Card
Display

¥ Description

Hardware Options

Device

E=Memory
[*.FProcessors
[“\Hard Disk (SCSI)
(=) CD/DVD (SCSI)
23 Network Adapter
[£]usB Controller

<}) Sound Card
[CIpisplay

Summary
4GB

2

30GB

Auto detect
Host-only
Present
Auto detect
1 monitor

Remove

Device status
Connected
Connect at power on

Network connection
(O Bridged: Connected directly to the physical network
Replicate physical network connection state
(O NAT: Used to share the host's IP address
(® Host-only: A private network shared with the host
O Custom: Specific virtual network
VMnet0

(O LAN segment:

9:50 pm
21/11/2025
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Step 8: Launch and Run the Firewall Virtual Machine

To begin the Sophos Firewall setup. Launch the Sophos-Firewall Virtual Machine by selecting
Sophos-Firewall in the Library panel of VMware Workstation Pro and choosing Power on this
virtual machine. Next, Login and run the firewall service by inputting the password at the

Booting screen and pressing Enter, which leads to the Main Menu page, and keeping this page

open confirms the Firewall is running.

)
File Edit View VM Tabs Help ||~ &3 (D 2 0B o

Library X

= My Computer
Parrot_Security
WindowsServer2022
& Windows11
Kalios
UbuntuOS

Sophos-Firewall
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Step 9: Test LAN Virtual Machine Connection

a. Launch the KaliOS Virtual Machine
To power on the KaliOS virtual machine, first navigate to the Library panel on the left side of the
VMware Workstation Pro main interface, select KaliOS, and then choose Power on this virtual
machine in the KaliOS tab before inputting the login credentials to access the Desktop.
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b. Test Firewall Connection
To confirm connectivity to the firewall, first open the Terminal. Then, type the command ping

192.168.56.201 -c 4tosend 4 ICMP echo request packets to the firewall; the connection is
established if the packets return with 0% packet loss.

.

—— N ; jeffreyoo@Jeffrey0: ~
\_/ File Actions Edit View Help
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s, time 3049ms

”
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c. Test Internet Connection

After opening the Terminal, the command ping altschoolafrica.com -c 4 was executed
to confirm internet connectivity. The 4 ICMP echo request packets did not return, resulting in
100% packet loss, which indicated the connection was NOT established. This was further
confirmed by launching a browser (Firefox) and visiting https://altschoolafrica.com/, which
returned a connection error message. This result establishes that both the KaliOS virtual machine
and the Firewall require configuration to enable internet access.
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Step 10: Configure the KaliOS Virtual Machine Network Settings

a. Launch the KaliOS Network Settings Window

To access the network connection settings, locate the Network Manager icon on the Desktop
taskbar, right-click it, and select Edit Connections to open the Network Connections window.
Within this window, click the Ethernet drop-down menu, select Wired connection 1, and then click
the gear icon to open the Editing Wired connection 1 window.

b. Configure the KaliOS Network Settings

To configure the wired connection, go to the IPv4 Settings tab in the Editing Wired connection
1 window and select Manual from the Method drop-down menu. Next, click Add in the Addresses
section and configure the new entry with Addresses as 792.768.56.101, Netmask as 24, and
Gateway as 792.168.56.201. Finally, input 8.8.8.8 (Google DNS) in the DNS servers text box and
click the Save button.

Sophos Next-Gen Firewall: Installation, Setup & Security Policy Configuration 33



Jeffrey O | Cybersecurity Analyst

| omP - - ; : Do A ©26| & G

v le M
jeffreyoo@JeffreyO: ~ Enable N 9

File Actions Edit View Help @ Enable Notifications

Connection Information

a Network Connections

r Name v LastUsed
~ Ethernet
Wired connection1 5 minutes ago |

1=64 ti
ttl=64 time

ping: altsch ica.com: Temp ry failure in name resolution

0

File Actions Edit View Help

Editing Wired connection 1
Ethernet

Wired connection1 Connectionname  Wired connection1
General Ethernet 802.1X Security DCB Proxy IPv4 Settings
ttl=64 time=0.414 ms
Method Manual
ss, time 3049ms
Addresses i
Address Netmask Gateway

192.168.56.101 24 192.168.56.201 ure in name resolution
Delete

DNSservers 8.8.8.8

Search domains

Require IPv4 addressing for this connection to complete

Routes...

Cancel

Step 11: Access the Firewall Using the Web Console

a. Launch the Sophos-Firewall Web Console

To begin, launch Firefox on the KaliOS VM Desktop and enter 192.168.56.201:4444 (the
Firewall VM’s LAN interface IP address) in the address bar to open the Sophos Firewall Login
page. After inputting the credentials and clicking Login, which leads to the Register your firewall
page, ensure the | have an existing serial number button is selected with the serial number
pasted, then check the | do not want to register now box, and click Continue to access the web
console titled Control center.
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Step 12: Configure Firewall Rule

a. Access Rules and Policies Page
In the navigation pane (on the left), under PROTECT, select Rules and policies.
b. Add New Firewall Rule

To set up a new firewall rule, navigate to the Rules and policies page, select the Firewall rules
tab and the IPv4 button, then click the Add firewall rule drop-down and select New firewall rule,
which opens an Add firewall rule page. On this page, configure the rule with the following details:
Rule name: LAN_to_WAN_Rule, Action: Accept, Description: Permit traffic from Internal
Network to Internet, Source zones: LAN, and Destination zones: WAN, /eaving everything else
on the default setting. Finally, click the Save button, which adds a new firewall rule called
LAN_to_WAN_Rule.
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Step 13: Configure NAT Rule

a. Add New NAT Rule

To add a new NAT rule, first navigate to the Rules and policies page, select the NAT rules
tab, and then select the IPv4 button. Next, click the Add NAT rule drop-down button and select
New NAT rule (This opens an Add NAT rule page.). On the Add NAT rule page, configure the
Rule name as LAN_to_WAN_Rule, the Description as Permit traffic from Internal Network to
Internet, the Translated source (SNAT) as MASQ, and the Outbound interface as PortB,
leaving everything else on the default setting. Finally, click the Save button (This adds a new NAT
rule called LAN_to_WAN_Rule).
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Step 14: Confirm Firewall Internet Connectivity

a. Ping external server

To diagnose connectivity on the Sophos Firewall, navigate to the Diagnostics page under
MONITOR & ANALYZE, then select the Tools tab. In the Ping section, configure the IP
address/hostname as 8.8.8.8 (Google DNS), set the IP version to IPv4, and the Interface to PortB.
Upon clicking the Ping button, a Ping Result dialog box appears, which should display successful
ping statistics with 0% packet loss.
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Step 15: Confirm KaliOS VM Internet Connectivity

a. Ping External Server

On the KaliOS VM Desktop, open the Terminal icon on the taskbar panel, and confirm
connectivity to the internet by sending 4 ICMP echo request packets to the Altschool Africa
domain using the command ping altschoolafrica.com -c 4. The 0% packet loss indicates
the connection WAS established. Similarly, confirm connectivity to the internet by sending 4 ICMP
echo request packets to the Google DNS using the command ping 8.8.8.8 -c 4, which also
returns with 0% packet loss, confirming the connection WAS established.

b. Visit External Domain Webpage
On the KaliOS VM Desktop, click the Firefox icon on the taskbar panel to begin. Connectivity to
the firewall was confirmed by successfully accessing the Altschool Africa domain at
https://altschoolafrica.com, which resulted in the homepage opening on the browser.
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c. Confirm Firewall Routing
To confirm internet connectivity through the firewall, open the Terminal on the KaliOS VM
Desktop and use the traceroute command, which maps the path ICMP packets take to reach their
destination, by executing traceroute altschoolafrica.com. The successful confirmation is
indicated when the returned path shows the Firewall’s PortB interface IP address as its first hop.
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Conclusion

The above configurations on both the firewall (Sophos-Firewall) and the virtual machine
(KalioS) have enabled the firewall virtual machine to function as an NAT gateway for the VMs
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hosted locally on the virtualizer. This ensures that the security services offered by the firewall
benefit the VMs, essentially becoming a Security NAT Gateway which protects the local
network.
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Security Policy 2
Content Filtering

This configuration enables the firewall to function as a content screening intervention.
Content filtering (or URL filtering) controls content access through firewalls by blocking access
to undesired web-based content or web activity. The following configuration implements the
firewall as a content filter which enforces acceptable use policies by preventing access to
entire categories of URLs without listing individual sites. The content category to be screened
out is News and Media.

Step 16: Create Web Policy

a. Launch the Sophos-Firewall Web Console

b. Add Web Policy
To configure a new web policy in Sophos Firewall, first navigate to Web under PROTECT, then
go to the Policies tab. Click Add Policy and name it Block\_News\_Sites with the description
Block access to news sites. Next, click Add rule and configure it to apply to Anybody, for News
activities, with the Block action (indicated with a red shield icon with a white “x”), and the Status
set to On (with the toggle button pushed to the right); everything else is left on the default setting.
Finally, click Save, and when the Add this policy to a firewall rule dialog box appears, click Go to
firewall rules to apply the new policy.
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Go to firewall rules Skip this step

Step 17: Add Policy to Firewall Rule

a. Access the previously created LAN_to_WAN_Rule
On the Rules and policies page, under the Firewall rules tab, locate and click the
LAN_to_WAN_Rule firewall rule inside the data grid, which opens the Edit firewall rule page for
editing the LAN_to_WAN_Rule firewall rule.
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b. Edit the LAN_to_WAN_Rule

On the Edit firewall rule page, proceed to the Security features section and click the Web
filtering drop-down menu, then apply the following configuration: set the Web policy to
Block_News_Sites, Check the Block QUIC protocol box (because the QUIC protocol can
bypass traditional deep packet inspection and security policies by using UDP), and Check the
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Scan HTTP and decrypted HTTPS box (fo apply antivirus scanning to traffic matching this rule),
leaving everything else unchecked, before finally clicking the Save button at the bottom of the
page, which successfully updates the LAN_to_WAN_Rule firewall rule.
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Step 18: Test News Blocking Rule from the Web Console

a. Launch Firewall Policy Testing
From the Rules and policies page, navigate to the Firewall rules tab and click Test your
policies, which opens the Diagnostics page. On the Diagnostics page, under the Tools tab,
locate the Pop-out tools section and click the Policy tester text located within the Pop-out tools
section, which opens a pop-up Policy test window.
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b. Set Up Firewall Policy Testing
In the Policy test window, after locating the Connection details section, input the query details:
the URL as cbsnews.com (a web domain for CBS News), Uncheck the User checkbox (as the
test isn't restricted to authenticated users), leave the Time and day as default, select Firewall,
SSLI/TLS, and web for the Test method, enter 192.168.56.101 as the Source IP (the IP address of
the KaliOS VM), and select LAN for the Source zone (indicating the source of the packets). Finally,
click the Test button, which will return the results of the policy test in the Test result box.

c. Confirm Firewall Policy
In the Test result box, the results indicate the connection was blocked, while indicating the
rules and policies that were responsible.
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Step 19: Test News Blocking Rule from KaliOS VM Browser

To begin, launch the KaliOS Virtual Machine, then launch the Browser (Firefox) by clicking its
icon on the KaliOS VM Desktop taskbar, which opens to a new tab. Test connectivity by typing
abcnews.com in the address bar and pressing Enter; the expected return is a Sophos page with
the message “Stop! This website is blocked,” This indicates the News filtering policy is active.
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Conclusion

This web policy and firewall rule configuration ensures the screening out/blocking of news
sites. Restricting the internal network from access to online news journals can be
implemented in organizations’ networks to reduce distractions, minimize political engagement
or enforce the compliance of acceptable use policies regarding company-owned devices.
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Security Policy 3
Denial of Service Protection

This configuration inhibits the efficacy of Denial-of-Service (DoS) attacks launched at the
firewall. DoS attacks are often launched at organizations by malicious actors who seek to
overwhelm private network infrastructure and weaken defenses often in order to gain
unauthorized access. Configuring the firewall to drop high-volume high-burst packets keeps
the network healthfully defended while ensuring availability for legitimate and authenticated
users.

Step 20: Launch and Set Up Virtual Machines

a. First, launch the KaliOS Virtual Machine (as demonstrated in [Step 11a]). Next,
launch the Parrot_Security Virtual Machine by selecting it in the Library panel of
VMware Workstation Pro, choosing Power on this virtual machine in its tab, and
then entering the login credentials to access the Desktop.
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b. Launch the Parrot_Security Network Settings Window
c. Configure the Parrot_Security Network Settings

In the Editing Wired connection 1 window, navigate to the IPv4 Settings tab and change the

Method to Manual. In the Addresses section, click Add and configure the new entry with the
Addresses as 192.168.56.105 (distinct from KaliOS), the Netmask as 24, and the Gateway as
192.168.56.201. Finally, set the DNS servers to 8.8.8.8 (Google DNS) and click the Save button.

d. Confirm Parrot_Security Network Settings and Connectivity

Launch the Terminal and use the command ip a to display comprehensive network interface
information, including IP addresses and subnets. Next, confirm connectivity to the firewall by typing
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the command ping 192.168.56.201 -c 4 to send four ICMP echo request packets. The
connection is established if the packets return with 0% packet loss.

jeffrey's Home

README.license

1Pv4 Settings

Method ~ Manual

8 Parrot Terminal @ Editing Wired connect.

Step 21: Configure DoS & Spoof Protection

a. Launch the Sophos-Firewall Web Console
b. Configure DoS Settings

To configure DoS protection in Sophos Firewall, navigate to Intrusion prevention under
PROTECT in the Navigation pane, then select the Dos & spoof protection tab and scroll to the
DoS settings section. Apply the following configurations for SYN flood, UDP flood, TCP flood,
and ICMP/ICMPv6 flood: set Source (Packet rate per Source) to 100, Source (Burst rate per
Source) to 50, check the Apply flag box, set Destination (Packet rate per Destination) to 2000,
and Destination (Burst rate per Destination) to 1000, leaving all other settings at default before
clicking the Apply button.
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8 Import bookmarks.. 3 x [JOSINT Services [3Vuln DB [ Privacy and Security [ Learning Resources

['Blback  ®«How-to guides Log viewer Help admin@Jeffrey-Firewall =
v Do settings has been applied successfully 9 9 P @ Y-
Control center DoS attacks IPS palicies Custom IPS signatures DoS & spoot protection
s
. S settings

SOPHOS Intrusion prevention

Rules and policies
Intrusion prevention
Web

Attack type Source Destination

Apply Source Packet rate per Apply
Applications Flag raffic Destinatio Flag
Wireless Dropped (Packet/min)
Emall
SYN flood o
Web server oo 100 50 2000 1000 a
Active threat response
UDP flood 100 50 0 2000 1000 a
Remote access VPN
Site-to-site VPN TGP flood 100 50 o 2000 1000 (m}
Network
G ICMP/ICMPYE flood 100 50 0 2000 1000 a
Authentication
System services
Dropped source routed packets
Disable ICMP/ICMPVB redirect packet - - - - - -
ARP hardening - - - - - - (]

Click here for DoS attacks status

Apply
@ Jeffrey-Firewall —M...

c. Configure DoS Bypass Rule

To add a DoS bypass rule, go to the Intrusion prevention page, select the Dos & spoof
protection tab, and in the DoS bypass rule section, click Add. On the Add DoS bypass rule
page, configure the rule with IPv4 for the IP version, 192.168.56.105 for the Source IP/Netmask,
192.168.56.201 for the Destination IP/Netmask, and All protocols for the Protocol, then click
Save.
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DoS & spoof protection
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Source IP/Netmask * 192168.56.105
Destination IP/Netmask * 192.168.56.201
Protocol * QTcP QUDP QICMP (@ Allprotocols

Source port *
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Step 22: Test DoS & Spoof Protection

a.

Launch a DoS Attack at the Firewall

To simulate network attacks for firewall testing, open the KaliOS machine and launch the
Terminal. First, simulate a SYN flood attack by sending the command: sudo hping3 -S

--flood -V

-p 4444 192.168.56.201, which resulted in 1,211,832 packets sent. Next,

simulate an ICMP flood attack using the command: sudo hping3 --icmp --flood

192.168.56

.201, which resulted in 1,579,292 total packets sent, with the results of both

simulations returned in the Terminal.

_—

FileSy's;Em) N\

/m‘\
AltSchool =

N

\

jeffreyoo@JeffreyO: ~

File Actions Edit View Help

—flood -V -p 4444 192.168.56.201
using ethe@, add 2.168.56.101, MTU: 1500

HPING 192.168.56.201 (eth® 192.168.56.201): S set, 40
hping in flood mode, no replies will be shown

ac

— 192.168.56.201 hping statistic —

1211832 packets trar ted, @ packets received, 100%
round-trip min/avg/max = 0.0/0.0/0.0 ms

—% sudo hping3 -

headers + @ data bytes

packet loss

sudo hpi -icmp —-flood 192.168.56.201
192.16 201 (etho 19 .56.201): icmp mode
in flood mode, no repli 11 be shown

set, 28 headers + @ data bytes

— 192.168.56.201 hping statistic —
1579292 packets trar ted, @ packets received, 100%
round-trip min/avg/m = 0.0/0.0/0.0 ms

packet loss
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b. Confirm DoS Attack Protection

To view the dropped traffic from DoS attacks, open the Parrot_Security machine and access
the web console via the Firefox browser; then, navigate to Intrusion prevention under PROTECT
in the Navigation Pane. On the Intrusion prevention page, click the Dos attacks tab, where the
table indicates traffic dropped, including 1,211,832 SYN flood attempts and 1,579,292 ICMP flood
attempts.

 OHE B

[=] S Jeffrey-Firewall

&« o C 04 192.168.56.201
-3 Import bookmarks... [JParrot OS [ Hack The Box [(JOSINT Services (3VulnDB [ Privacy and Security [3J Learning Resources

SOPHOS |ntru5|on prevent‘on Feedback @M How-to guides Logviewer Help admin@Jeffrey-Firewall v

Dos attacks 1PS policies Custom IPS signatures DoS & Spoof protection

ITOR & A
Control center

Current activities

c Attack type
e —— Applied Traffic dropped Applied Traffic dropped
Intrusion prevention

Web SYN Flood Yes 1205359 No 0
Applications
— UDP Floo Yes 432 No 0

Emall ) ) -

Web server TCP Flood es 104 No

Active threat response .
ICMP Flood Yes 1553035 No

ONFIGL
Remote access VPN
Site-to-site VPN
Network

Routing
Authentication

1P Flood

System services

© Jeffrey-Firewall—M. ..

Conclusion

Configuring upper limits for packet rates and burst rates for sources and destinations can
offer functional protections for the firewall, keeping the internal network secure. The
configuration above
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